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This paper is in response to members’ requests to provide a summary of good practice within 
one source document and is based upon the Society of Claims Professionals’ understanding of 
the regulator’s rules and current stance. Whilst a summary, it is not intended to be exhaustive and 
should not be relied upon at the exclusion of other sources of information.
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With almost as much publicity as Brexit over the past 12 months, you cannot have 
failed to notice the introduction of the GDPR rules across Europe from May 2018.

Whilst there has been a huge amount of publicity, both within and outside of 
insurance, it has sometime been difficult to nail down exactly what this means for us in 
insurance and, more specifically, claims. 

This document has been put together to assist you in understanding what it means 
for us and what our responsibilities are under the regulation. At first glance, it may 
look over-complicated and business prohibiting, but the primary aim is to protect our 
customers and ensure we are treating them as individuals and their data with respect. 

These aims are therefore absolutely aligned with our own CII Royal Charter of building 
public trust in the insurance industry of our customers. The good news is the rules 
are pretty clear and are therefore ignored at our own peril – the fines and company 
reputation mean this is worth focus and attention. If you have ignored until now, or you 
still have unanswered questions, I’d strongly encourage you to get on board as soon as 
possible. 

Foreword

Jeremy Trott 

Non-Executive Director 
of the Society of Claims 
Professionals
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Introduction
What is the GDPR?
The European General Data Protection Regulation (GDPR) provided the foundation for the Data Protection Act 2018, 
which replaced the existing Data Protection Act from May 2018. This change was brought about to provide a clear 
framework for consumer rights on how their data is handled and processed. It applies to all organisations holding 
personal data on individuals in the EU and the EEA, including the UK. It fundamentally changes how firms can process 
and handle personal data, from how it is stored, what data sets are stored and how communication can be made.

As digital technology develops, the collecting and processing of personal data has increased at a rapid rate. Because 
of this, the previous Data Protection Act became out-dated. The ICO called the need for this change “an evolution not a 
revolution” as it was concerned with updating an existing piece of legislation rather than establishing something new. 

Who does the GDPR apply to?
The GDPR is concerned with all firms (wherever they are) handling personal data of individuals (the ‘data subject’) in 
the EU and EEA. Regarding claims handling, data is processed for:

Offering goods and services (regardless if a payment is required); and/or

Monitoring behaviour (includes tracking on the internet by techniques applying to a decision profile).

The GDPR is relevant to all persons who control and/or process personal data. The regulation distinguishes and has 
specific obligations for:

• Controllers: someone who determines the purposes and means of processing personal data; and

• Processors: the person responsible for processing personal data on behalf of a controller.
The ‘personal data’ that the GDPR applies to can be described as “any information relating to an identifiable person 
who can be directly or indirectly identified by this data”. 

How does the GDPR affect claims handling?
Now that the GDPR is in force, claims professionals need to look at how to maintain good compliance on an ongoing 
basis. The GDPR exists as a way of strengthening individuals’ rights regarding their own personal data held by others. 
This is particularly relevant concerning insurance claims as sensitive data needs to be shared between claimants, 
brokers, insurers and any third parties in connection to the claim. Loss adjusters will often involve third parties as a 
service provider on a claim (eg forensic scientists, suppliers or contractors who advise on the evidence of the claim). 

A lot of data will need to be shared between several data processors. This means that data controllers must ensure all 
the separate data processors and receivers are GDPR compliant by:

• confirming their data processes

• how the data will be stored

• how the data will be shared or deleted once no longer required
GDPR compliance needs to be checked for all stages of the processing journey as well as risk assessments that detail 
how any non-compliance or breach will be actioned. This is not just good compliance with GDPR but also an important 
way to encourage public trust if claims handlers can demonstrate that shared data is kept secure.

To prevent an obstruction to the claims process, the GDPR will also allow the processing of data without active consent 
if there are legitimate interests and is processed with a lawful basis (eg checking claims history). Where consent acts as 
a condition of service there is most likely no need to obtain it separately as it could cause an unnecessary obstruction 
to any legitimate processing and sharing of data. However, if additional data is processed that exceeds the legitimate 
interest of the individual then this is not deemed ‘valid consent’, eg using a client’s details originally disclosed under the 
provision of a service to be shared with a third party marketing company. 
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What data can be processed?
In order for personal data to be stored and maintained it must adhere to seven data processing principles, as outlined 
by the ICO:

Personal data processing principles

Personal data must be:

• Processed lawfully, fairly and in a transparent manner in relation to individuals;

• Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible 
with those purposes; further processing for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes shall not be considered incompatible with the initial purposes;

• Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;

• Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that any inaccurate 
personal data, having regard to the purposes for which they are processed, is erased or rectified without delay;

• Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which 
the personal data is processed; personal data may be stored for longer periods insofar as the personal data will be 
processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in 
order to safeguard the rights and freedoms of individuals;

• Processed in a manner that ensures appropriate security of the personal data, including protection against 
unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical 
or organisational measures; and

• Held to an accountability principle that requires appropriate measures and records in place to demonstrate compliance 
with the other principles. 

Regarding claims processing, the Chartered Institute of Loss Adjusters (CILA) outline how these principles apply to 
them:

“The loss adjuster must only process data necessary for the Controller’s lawful purpose i.e. not gather, process and hold 
medical information or details of criminal convictions where such information is not necessary for the claim that they are 
handling or legitimate for the Insurer’s underwriting purposes. Loss adjusters should only ever collect and process the 
minimum data necessary to perform their service.”

Generally speaking, loss adjusters or claims handlers are not authorised to process data collected for purposes other 
than that set out in the contract or as instructed by the client. The loss adjuster should remind all parties involved that 
they act on behalf of the client, and in handling the claim may pass on the details to third parties.
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Good Practice
1. Describe the user need.
Whenever you are collecting data you should always establish what the user need is and how proportionate the data 
collected is to that need. There must be a valid reason why any personal data is processed and must be done under 
a ‘lawful basis’. This means your interests must be fair to the individual and not in a way that is unduly detrimental, 
unexpected or misleading. Ask yourself:

• Can I explain why I need to use this data to members of the public?

• Does this data interfere with the rights of individuals?

• Is there a fair balance between the rights of individuals and the interests of the community?

• Has the data used been specifically provided for your analysis?

• By using data that the public has freely volunteered, would your project jeopardise people providing this again in the 
future?

• How can you meet the project aim using the minimum personal data possible?

• Is there a way to achieve the same aim with less identifiable data?

• Can you use synthetic data?

• If using personal data is unavoidable, have you answered the questions for determining proportionality?

• If using personal data identifying individuals, what measures are in place to control access? How widely are you 
searching personal data?

• If a user need is not met, or the processing of this information is not providing any public benefit, then it should be 
questioned what the need for this data is at all.

2. Understand how your clients’ data is used and have good data controls in place.
Always keep on top of what client data you hold, and how and where this information is stored. This is particularly 
important as sometimes data may be stored across several systems or in the process of data migration. When handling 
any type of personal data ask yourself these questions:

• Is this information relevant? Make sure you have a legal basis for processing any personal data and that it is only 
collected for a legitimate reason. 

• Is this information up to date? Make sure all client data is accurate and up to date; correct or delete anything incorrect 
or invalid. Also, only retain data for the duration of the purpose it is intended for. The ‘right to be forgotten’ means that 
once a client requests their data to be removed then this must be actioned immediately.

• How is this data used? You must consider every use-case for obtained data (both current and in development) to 
establish what remains viable and what needs to change. Claims handlers are already using data and analytics tools 
for fraud prevention, and firms are considering the use of social media to provide evidence of fraudulent claims, but 
the new regulation on the consent required for data processing may pose a threat to this work;

• Where is this data stored? In order to update or delete your clients’ data you must be able to locate it easily. Whether 
the data is stored on or off-site, make sure that all data is secure but locatable if further edits are required. Data should 
only be accessed by authorised personnel who can provide proper authentication for access. This also applies to any 
data that is archived or backed up. If you already have good data controls in place then no further action is required. If 
you don’t then you will need to identify where your data is stored and check what security controls you have in case of 
a breach. 

3. Understand how to respond to a personal data breach. 
The ICO considers a personal data breach as any of the following:

• access by an unauthorised third party;

• deliberate or accidental action (or inaction) by a controller or processor;

• sending personal data to an incorrect recipient;

• computing devices containing personal data being lost or stolen; 

• alteration of personal data without permission; or

• loss of availability of personal data.
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If you suspect any of the above has occurred, then an investigation and report to the ICO must take place immediately. 
Responding to a breach too late can be considered just as bad as not having enough security controls in place. All 
suspected breaches must be reported to the ICO within 72 hours. This report must include: 

• information on the nature of the breach;

• the approximate number of individuals concerned;

• categories lost;

• details of the likely consequences of the breach; and 

• how the breach will be dealt with.
All data subjects affected must also be notified that their data may have been compromised. Any failure to do so could 
result in a fine of up to 4% of a firm’s global revenue or €20 million, whichever is higher. A fine can also be applied if a 
client makes a complaint to the ICO with justifiable concerns that their data has been mishandled by you. You may also 
suffer reputational damage as an indirect consequence to poor security or a publicised security breach. 

To prepare for any eventualities you should have robust breach detection, investigation and internal reporting 
procedures in place. This will facilitate decision-making about whether you need to notify the relevant supervisory 
authority and the affected individuals. You must also keep a record of any personal data breaches, regardless of 
whether you are required to notify. To prepare yourself for a potential breach it is a good idea to perform a Data 
Protection Impact Assessment (DPIA). This will allow you to assess the level of risk and consider both the likelihood 
and severity of any impact on individuals. You should consult your data protection officer (if you have one) and, where 
appropriate, individuals and relevant experts. Any processors may also need to assist you. If you identify a high risk that 
you cannot mitigate, you must consult the ICO before starting the processing. To process effectively you may wish to 
use the following templates as provided by the ICO:

Template URL

Documentation template for controllers https://ico.org.uk/media/for-organisations/
documents/2172937/gdpr-documentation-controller-
template.xlsx

Documentation template for processors https://ico.org.uk/media/for-organisations/
documents/2172936/gdpr-documentation-processor-
template.xlsx

Conclusion
Now that firms have to be more accountable regarding the personal data they hold, this should ideally encourage 
them to have greater security controls in place. The GDPR is not just concerned with the ethical way in which data is 
processed but also in the way it is stored. 

Firms must provide transparency in their intentions with what they want to do with this personal data, whether using 
it for marketing correspondence, monitoring for categorisation purposes or sharing it with a third party. But as long as 
they are communicating this in a clear and transparent manner that is both lawful and fair to the data subject, this is 
deemed good compliance.

By virtue of the Data Protection Act 2018, the requirements of GDPR will still apply to the UK after Brexit, as UK firms 
will still want business to run smoothly with the EU. Being compliant now will help ease that transition in case any 
smaller changes are made at a later date.

https://ico.org.uk/media/for-organisations/documents/2172937/gdpr-documentation-controller-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172937/gdpr-documentation-controller-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172937/gdpr-documentation-controller-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172936/gdpr-documentation-processor-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172936/gdpr-documentation-processor-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172936/gdpr-documentation-processor-template.xlsx
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Appendix - Primary Source Material

HMRC

Date Name Summary Link

13 June 2018 Data Ethics Workbook Questions for principles. https://www.gov.
uk/government/
publications/data-ethics-
workbook/data-ethics-
workbook#questions-for-
principle-1---start-with-
clear-user-need-and-public-
benefit

Information Commissioner’s Office

Date Name Summary Link

Guide to the General Data 
Protection Regulation 
(GDPR)

Explanation of the 
provisions of the GDPR to 
help organisations comply 
with its requirements.

https://ico.org.uk/for-
organisations/guide-to-the-
general-data-protection-
regulation-gdpr/

Preparing for the General 
Data Protection Regulation 
(GDPR)

12 steps to take now. https://ico.org.uk/
media/1624219/preparing-
for-the-gdpr-12-steps.pdf

2 March 2017 Consultation: GDPR 
consent guidance

Explantion of the ICO’s 
recommended approachto 
compliance and what 
counts as valid consent.

https://ico.org.uk/
media/about-the-ico/
consultations/2013551/
draft-gdpr-consent-
guidance-for-
consultation-201703.pdf

https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://www.gov.uk/government/publications/data-ethics-workbook/data-ethics-workbook#questions-for-principle-1---start-with-clear-user-need-and-public-benefit
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
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